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ABSTRACT
Fault trees have long been used to estimate failure risk in earthquakes. One interesting application is that one can assess and manage the
probability that two facilities — a primary and
backup — would be simultaneously rendered
inoperative in a single earthquake. Another is
that one can calculate the probabilistic time
required to restore a facility to functionality, and
the probability that, during any given planning

period, the facility would be rendered inoperative
for any specified duration. A large new peerreviewed library of component damageability and
repair-time data for the first time enables fault
trees to be used to calculate the seismic risk of
operational failure and downtime for a wide variety of buildings.With the new library, seismic risk
of both the failure probability and probabilistic
downtime can be assessed and managed, considering the facility’s unique combination of structural and non-structural components, their seismic
installation conditions, and the other systems on
which the facility relies. An example is offered of
real computer data centres operated by a
California utility.The fault trees were created and
tested in collaboration with utility operators, and
the failure probability and downtime results validated in several ways.
Keywords: fault-tree analysis, data
centre, fragility, facility downtime,
earthquakes
INTRODUCTION
Fault-tree analysis (FTA) was developed in
the 1960s by Bell Laboratories to estimate
the reliability of the Minuteman missile
launch control system.1,2 It has been
applied to a variety of complex systems,
such as various studies of the seismic reliability of nuclear power plants.3,4 Fault trees
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are used to estimate the probability of any
undesirable event (called the top event),
whose occurrence can be expressed as a
logical Boolean function of any set of
basic events whose probabilities can be
estimated. Details appear in common reliability texts.5,6 As with nuclear power
plants, fault-tree analysis can be used to
estimate the seismic reliability of ordinary
buildings, considering the unique combination of building components, their seismic installation conditions, and the
lifelines and other resources on which the
facility depends for functionality.7
For the reader who is unfamiliar with
it, a fault tree is a diagram relating an
undesirable event (called the top event) to
lower events through lines drawn through
symbols (called logic gates) that represent
statements such as ‘and’ and ‘or’.
Rectangles such as the top event are
undesirable events whose probability
cannot be estimated directly. Circles are
basic events, whose probability is estimated directly. Diamonds are undeveloped events, whose probabilities are not
estimated. Triangles indicate that the tree
continues elsewhere. The symbols resembling arched or pointed doorways are the
logic gates. Additional symbols can be
used in fault trees, but for brevity these are
not discussed here. Figure 1 is part of a
fault tree whose top event represents the
operational failure of a computer data
centre as a result of an earthquake that
either damages the facility or other systems on which operations rely. (The rest
of the fault tree is shown later.)
Mathematically, for an upper event u
connected to lower events l1, l2 … ln
through an ‘and’ gate, the probability that
the upper event u occurs is given by
Equation 1 (this and subsequent discussion
require that lower events are conditionally
independent of each other). Equation 2
gives the occurrence probability for an
upper event u connected to lower events

l1, l2, …. ln through an ‘or’ gate. Equation 3
gives the occurrence probability of upper
event u that occurs if m out of n equiprobable lower events l occur, as in the case of
redundant components. By ‘conditionally
independent’ is meant that knowledge of
the occurrence of any event li tells one
nothing about whether event lj has
occurred, where i ⫽ j, given the set of conditions represented by the ampersand, &.
The conditions can include the shaking
intensity, facility design, the knowledge on
which lower-event probabilities are based,
etc. It is common in earthquake engineering (though not required), to estimate
basic-event failure probabilities as shown
in Equation 4, where x denotes the seismic
excitation of the component. One can
evaluate the probability of each basic event
using Equation 4, then apply Equations
1–3 as appropriate until reaching the topevent probability. By repeating the process
at many levels of site shaking severity s,
and one can create a fragility function
Ftop(s) that relates the top-event occurrence probability to s.

写 P[l |&]
n

P[u|&] =

(1)

i

i=1

写 (1 – P[l |&])
n

P[u|&] = 1 –

i

(2)

i=1

P[u|&] =

n!
(m! ⭈ (n – m)!)
⭈P[li|&]m⭈(1 – P[li|&])(n – m) (3)

Gi(xi) = ⌽

ln(xi/)
␤i

冢

冣

(4)

In Equations 1-3, P[A|B] denotes the
probability of A given knowledge B; ⌸
denotes the product; exclamation point
denotes the factorial function; ⌽ is the
cumulative standard normal distribution;
and i and ␤i are referred to here as the
median and logarithmic standard deviation
of capacity of component i. If a compo-
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Figure 1 Casestudy data centre
fault tree
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nent can experience more than one possible damage state (which is common), then
Gi(xi) takes on a slightly more complicated
form, omitted here for brevity.
One simple but useful application of
this kind of FTA is in the estimation of the
probability of simultaneous operational
failure of two facilities in a single earthquake. Letting Fk(s) denote the probability
that facility k would fail when subjected to
shaking s, Equation 5 gives the probability
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P12() that a single earthquake will cause
both a primary (k = 1) and backup (k = 2)
facility to fail during a period , which
might be measured in years or decades.
Here, sk,j denotes shaking at facility k in
earthquake j and pj() denotes the occurrence probability of each earthquake that
could affect the sites. It is the product of a
mathematical model of earthquake occurrence called an earthquake rupture forecast. The most recent earthquake rupture
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forecast for California is called the
Uniform California Earthquake Rupture
Forecast, version 2.8 It is conveniently
encoded in a suite of open-source USGS
software called OpenSHA.9
P12() = 1 –

写 (1 – p ()F (s
N

j

1 1,j)F2(s2,j))

(5)

j=1

A NEW DATABASE OF COMPONENT
FRAGILITY FUNCTIONS
The challenge to implementing this
method for actual buildings has long been
the need for a large library of reliable
fragility functions to quantify the basicevent failure probabilities. To represent an
actual building in detail realistically,
accounting for its unique features, requires
a library of hundreds or more fragility
functions. Some authors have created significant libraries of fragility functions,10
and others have developed proprietary
libraries that have not been peer reviewed
and may contain biases to promote retrofit. The ATC-58 project11 has for the first
time developed a large enough library of
peer-reviewed fragility functions of structural and non-structural building components, using standard methods12 and
published data.13 By ‘large enough’ is
meant here that the library contains a sufficient number and variety of fragility
functions for the failure probability of
most common buildings to be reasonably
assessed. One can draw from this library
most of the fragility data needed to analyse
the data centre whose fault tree is shown
in Figure 1.

EXAMPLE: A UTILITY DATA CENTRE
A real California utility was recently interested in the probability that a single earthquake could render inoperative both its
primary and backup facilities for all data
processing such as billing. By examining

the buildings and equipment, a component inventory was developed and a fault
tree for each of the computer data centres
operated the utility. The rest of the fault
tree begun in Figure 1 is shown in Figure
2. Table 1 contains the fragility parameters
for the same data centre, along with
repair-time parameter values, which are
discussed later. The fault trees include lifeline failures, which have been shown to
cause operational failure of many businesses in past disasters.14
There are important challenges to
assessing risk using fault trees. Unless the
analysis is very careful, fault trees can misrepresent the possible interaction between
failures; they can overlook modes of failure; and, when quantifying risk, they are no
better than the tools used to quantify basicevent probabilities. To manage these problems, the fault trees discussed here were
created in collaboration with facility operators. To reduce the chance that failure
modes were overlooked, the earthquakeengineering equivalent of a red-team exercise was performed, in which operators
tried to find ways to cause failure: ways that
were not shown on the fault trees. (See, for
example, http://en.wikipedia.org/wiki/
Red_team.) To ensure that basic-event
probabilities were as accurate as possible, to
the greatest extent possible the ATC-58
fragility functions were used, as was the
seismic hazard software OpenSHA of the
US Geological Survey and Southern
California Earthquake Center.15 The software was used to calculate the shaking
intensity sj,k at each site in each of 600,000
regional scenario earthquakes, along with
the occurrence probability pj() of each
earthquake, where the subscript j indexes
the earthquakes and  refers to the planning period.
Equation 5 was evaluated both for as-is
conditions and again assuming all components observed to have installation deficiencies would be strengthened. The
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Figure 2
Remainder of the
data-centre fault
tree
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facility fragility functions Fk(s) and failure
probabilities P12() were validated via
comparison with the facilities’ past earthquake experience, with alternative generic
models, and with judgment — that of the
authors and the utility operators.
(Validation is crucial to a managementgrade model.) Results are shown in Table
2. Results are probably meaningful only to
one significant figure, eg there is probably
no meaningful difference between an estimate of 4.3 per cent and 4.4 per cent, but
there probably is a meaningful difference
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Muffler Fails

Fuel Pipe
Fails

Pipe Break
over
Generator

Fuel
Resupply
Fails

between an estimate of 0.8 per cent and
4.4 per cent.
The utility found the 50-year failure
probability for as-is conditions (approximately 4 per cent probability in 50 years)
to be unacceptably high, and the cost to
retrofit sufficiently low, so that it undertook to retrofit deficient components.
Retrofit was estimated to reduce the failure probabilities to approximately 0.8 per
cent in 50 years. The alternative could
have been relocation of the backup facility
to another state, a costly affair with both
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Table 1: Fragility and downtime parameter values

Event Name

†

Central HVAC pipes fail (1–2 breaks; 3-in welded steel pipe)
Air handler fails (10,000–25,000 cfm, attached piping)
Chiller fails (100–350 ton; anchorage failure)
HVAC control equipment fails (internal damage)
Ductwork fails
Fan fails (internal damage)
Fuel pump fails
Fuel supply tank fails
Pipes from main fuel tank to generator daytank fail
Emergency generator fails (750–1200 kVA; damaged pipes)
Starter motor batteries fail (batteries fall)
Generator control equipment fails (internal damage)
Battery cabinet for UPS fails (batteries fall)
Switchgear fails (1200–2000A; internal damage)
Transformer fails (750–1500 kVA; anchorage failure)
Distribution panel fails (750–1,200A; internal damage)
Battery rack for serving breakers fails (batteries fall)
Power transfer equipment fails (q and b from switchgear)
Off-site power fails
Raised access floor collapses
Suspended ceiling collapses (clear debris, restore lights)
ITOC computers fail
ITOC consoles fail
Tape silo fails
Printer fails
Automatic sprinklers fail
Preaction sprinklers fail
Water supply fails
Halon tank fails
FCC panel fails (q and b from control panel internal damage)
Ignition
Red tag (q from HAZUS COM5 extensive damage)

As-is


␤

0.90
1.30
3.10
1.40
1.90
2.70
1.50
3.00
2.50
1.70
2.30
3.20
2.30
2.50
1.50
3.00
1.10
2.50

0.50
0.60
0.40
0.60
0.50
0.40
0.40
0.50
0.50
0.40
0.25
0.40
0.25
0.60
0.40
0.40
0.60
0.60

1.30
0.60
0.60
0.40
0.30
0.90
1.30
1.30
0.50
1.90
4.00
12.30
4.61

0.50
0.50
0.50
0.50
0.50
0.50
0.50
0.50
0.30
0.50
0.40
1.80
0.20

Remediated

␤
2.40

0.40

2.30

0.25

2.60

0.50

1.20
0.80
0.75
1.80

0.50
0.50
0.50
0.50

1.50

0.60

Repair time‡
q
␤
0.40
6.00
5.00
10.00
3.00
8.00
3.00
3.00
0.60
0.60
30.00
10.00
30.00
50.00
7.00
30.00
30.00
50.00

0.50
0.30
0.40
0.30
2.00
0.30
1.00
2.00
0.30
0.30
0.30
0.30
0.30
0.30
0.30
0.30
0.30
0.30

3.00
3.00
10.00
10.00
10.00
10.00
3.00
3.00
10.00
10.00
10.00
10.00
180.00

2.00
1.00
1.00
1.00
1.00
1.00
2.00
2.00
1.00
0.50
0.30
1.00
1.00

Notes: Notes in parentheses refer to ATC-58 component categories and repair efforts; non-italic figures are preliminary ATC-58 values;
figures in italics are the authors’ guess; b ⱖ0.30 imposed

serious capital requirements and major
staffing implications. Viewed with this
alternative in mind, the study justified a
saving to the utility in the order of
US$100 million.
A METHOD TO CALCULATE FACILITY
DOWNTIME
Many authors have addressed the problem

of estimating the earthquake-induced
downtime of facilities. ATC-1316 drew on
expert judgment to estimate restoration
curves for several dozen classes of
California facilities. The developers of
HAZUS-MH17 did likewise. Comerio
and a colleague18,19 offer rare empirical
evidence of downtime from 4,900 woodframe residential buildings affected by the
1989 Loma Prieta and 1994 Northridge
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Table 2: Probability that a single earthquake will cause operational failure in the
next 50 years
Kind of operational failure

As-is

Remediated

Simultaneous operational failure: data processing fails at both primary and
backup in the same earthquake in the next 50 years
Some operational failure: data processing fails at either primary or backup
in the same earthquake in the next 50 years

4.4%

0.8%

49%

31%

Notes: ‘As-is’ means that the estimate reflects conditions as observed during walkthroughs in late 2010;
‘Remediated’ means after fixing any seismic installation deficiencies observed during those walkthroughs.

earthquakes, but no such empirical data
exist for most other facility types, and
empirical data generally speak to societal
risk as a whole, not to the risk to individual facilities with their own unique features.
One of the present authors (Porter) and
colleagues have explored the use of Gantt
charts to estimate the time required to
perform repairs for individual facilities.20,21 Such an approach can account for
the unique combination of structural and
non-structural components in a building,
their damageability, repair requirements,
and common order of repair. Some
authors have shown how fault trees can be
used to estimate mean system downtime,
especially as a result of random, nonearthquake-induced component failure.22,23 The authors recently adapted
fault-tree analysis to estimate in closed
form the probabilistic time required after
an earthquake to restore a facility to functionality, considering its unique features,
lifelines and other necessary systems, their
seismic fragility, and their probabilistic
repair time.24 Note the distinction
between completing repairs and restoring
the facility to functionality: a facility can
become operational before all repairs are
completed.
The maths is similar to Equations 1–4,
except that basic-event probabilities are
the product of the failure probability con-
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ditioned on shaking, and the probability
that the component would not be restored
within a specified time t. As with component fragility functions, one can use a lognormal cumulative distribution function
to model the probability Hi(t) that it takes
less than t days to restore a component i
from a damaged state to functionality t, as
shown in Equation 6. In the equation, qi
and bi represent the median and logarithmic standard deviation of the time
required to restore a damaged component
i to functionality. One can then use
Equation 7 to estimate the probability
Fi(xi,t) that a component i is damaged by
shaking of severity xi and has not yet been
repaired at time t after the earthquake.
Using Fi(xi,t) as the basic-event probabilities for each component i, upper-event
probabilities can be calculated as shown in
Equations 1–3 as before, until one calculates the probability of the top event,
denoted here by Ftop(s,t), which now represents the probability that a facility
shaken with site severity s is still inoperative after time t, instead of merely the
probability that it is rendered inoperative
immediately by the earthquake. Letting
ftop(s,t) denote the first derivative of Ftop(s,t)
with respect to t, the mean time to restore
the facility to functionality E[T(s)] given
site shaking of severity s, can be calculated
as shown in Equation 8, and the variance
using Equation 9. Note that the compo-
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Hi(t) = ⌽

冢

冣

ln(t/qi)
bi

(6)

Fi(xi,t) = Gi(xi)(1 – Hi(t))

(7)

⬁
t=0 t ⭈ ftop(s,t)dt

(8)

E[T(s)] = 兰

⬁ 2
t=0 t ⭈ ftop(s,t)dt
2

Var[T(s)] = 冢兰
–(E[T(s)]

冣

⬁

冢

冢

Figure 3 Sample
data centre seismic
hazard

0.75

0.50

0.25

0.00
0.0
0.5
1.0
1.5
2.0
Peak ground acceleration (geomean), g

(9)

Let m(s) and z(s) denote the median and
logarithmic standard deviation of downtime given shaking s; these are related to
the mean and variance through simple
expressions that are omitted here for
brevity. Let h(s,) denote the absolute
value of the first derivative of the seismic
hazard curve for planning period . (A
seismic hazard curve gives the probability
that shaking will exceed some level s
during time , as a function of s.) Equation
10 gives the probability P(t,) that an
earthquake will render the facility inoperative for at least time t at least once during
the period . We refer to a curve of P(t,)
versus t as the downtime hazard.
P(t,) = 兰t=0 1 ⫺ ⌽

1.00

Exceedance probabilty in 50 years

nents i can experience different levels of
excitation xi when the facility experiences
site shaking s because of their location in
the facility; the structure acts as an amplifier to affect the excitation of individual
components.

冣冣

ln(t/m(s)
h(s,)ds
z(s)
(10)

EXAMPLE OF DOWNTIME HAZARD:
THE SAME DATA CENTRE
While there is some novelty in this
approach, the principal challenge to using
it is the library of values of qi and bi. Such
a library was also compiled as part of the
ATC-58 project.25 For many other building components not addressed by the
ATC-58 project, repair time is available

using published construction-cost data.
The development of the ATC-58 repairtime library allowed the authors to test the
downtime methodology on one of the
sample data centres examined for the
California utility. The fault tree and
parameter values were presented earlier.
Figure 3 presents the seismic hazard.
Figure 4 gives the facility’s mean and
coefficient of variation of downtime, calculated by Monte Carlo simulation
(which produces the wiggles in both
curves). The authors fitted smooth curves
to these and calculated the downtime
hazard curve shown in Figure 5.
Validation: To validate the downtime
hazard, it was compared with the result
one would get using the ATC-13 restoration curve for a generic high-technology
facility in California26 and the HAZUSMH curve for a bank,27 both assuming the
same reinforced concrete shearwall structural system as the case-study data centre.
(HAZUS-MH borrows from ATC-13, so
the agreement between the two is not
coincidental.)
The fault-tree method results in an estimate of downtime hazard about twice that
obtained using either generic approach. A
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Figure 4 Mean
and coefficient of
variation of
downtime for
sample data centre
as a function of
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Figure 5
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Table 1, which may be conservatively
high.

0.40
0.30
Fault-Tree

0.20

HAZUS
ATC-13

0.10
0.00
0

180
360
540
Facility downtime, days

720

facility operator estimated that the faulttree-based curve seemed reasonable,
though higher than his judgment suggested by perhaps a factor of 2. The agreement seems reasonable to the authors,
given that the comparison with ATC-13
and HAZUS-MH are for generic facilities, not this particular one, and that they
are both based on expert opinion rather
than considering the unique features of
this facility. The agreement would improve
with more certainty of component
restoration times, ie lower values of b in
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30

WHAT KINDS OF ENTITY MIGHT
FIND THESE PROCEDURES
USEFUL
In general, the procedures presented here
seem most useful to the kinds of facility
where the owners or operators consider
downtime to be a more serious concern
than repair costs. This category would
seem to include low-redundancy links in
supply chains that rely heavily on special
equipment and facilities not easily or
quickly replaced, such as:
• water, power and telecommunications
utilities;
• internet service providers;
• emergency service providers;
• finance and insurance data centres;
• manufacturers;
• transport nodes;
• retail and wholesale distribution centres.

As an example of the last group, the
authors recently performed a similar
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Figure 6
Downtime is a
common seismicrisk concern of the
operators of
computer data
centres, retail and
wholesale
distribution centres,
manufacturing
facilities,
transportation
facilities, and others

analysis for a dry-goods retailer with stores
throughout the USA. The retailer imports
many of its products from Asia and the
Pacific Rim, and maintains a warehouse
and distribution centre (DC) in southern
California. The DC serves much of the
retailer’s western US operations. It comprises buildings housing large numbers of
high-bay racks, forklifts, and a computerised inventory management system. It
relies on power, water, and telecommunications from local utilities, in addition to
access to the US interstate highway system
and rail network. Unlike the utility in the
prior example, the retailer can tolerate
nonfunctionality of the distribution centre
for a limited period of time — weeks, perhaps — while its retail outlets continue
sales from stock on hand. As in-store stock
becomes depleted however, sales and revenue suffer. Thus, the retailer’s seismicrisk-management problem is related to
that of the utility, but instead of being pri-

marily concerned that no failure occurs,
the retailer wants to ensure that probabilistic downtime of its distribution centre is
tolerably low, and if it is not, to take measures to reduce it to tolerable levels.
LIMITATIONS
As suggested earlier, fault trees are tools
that are only as accurate as their creators
make them. They can overlook failure
modes such as operator errors and failure
modes that have not been observed in the
past. They can misrepresent interaction
between events, or omit important initiating events. The basic-event probabilities
used by the analyst can be far different
from what they ought to be, either too
high or too low. Any of these problems can
cause a fault-tree analysis to produce junk
results. As an example of the last kind of
problem, when designing the Fukushima
Daiichi nuclear power plant, the Tokyo
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Electric Power Company (Tepco) estimated the maximum probable tsunami at
the site would have a height of 5.7m. It
built a 6m breakwater wall and sited the
plant on a 4–6m cliff. Research that postdated the construction of the plant but
predated the Tohoku earthquake of 11th
March, 2011, called into question the
assumption of a maximum 5.7m
tsunami.28,29 The Tohoku earthquake produced a 14m wave at the power plant that
overtopped the protective wall and, among
other effects, drowned the backup generators, which might have provided power to
pumps serving cooling water to spent-fuel
basins. Hence the importance of creating
the fault tree in collaboration with the
facility operators, or performing a redteam exercise to stress-test the fault tree;
and particularly of updating the analysis
periodically to ensure that it reflects the
latest science and changes in the facility
configuration.
CONCLUSIONS
Fault trees have long been used to assess
seismic risk to nuclear power plants and
other critical facilities. An interesting
application is that they can be used to
assess the risk that a single earthquake
would simultaneously render two facilities — a primary and a backup — inoperative. A seemingly new probabilistic
method is offered for estimating earthquake-induced downtime of ordinary
facilities, with explicit consideration of
the facility’s unique combination of
structural and non-structural features, and
of the lifelines and other systems on
which the facility relies. The method uses
fault trees by substituting components’
seismic fragility functions in basic events
with the product of the seismic fragility
function and the cumulative distribution
function of component repair time conditioned on its failure. Its novelty seems
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to lie in the combination of a closedform approach and probabilistic component repair times to calculate probabilistic
restoration time.
As interesting as these methods are in
principle, they are made useful for real
business-continuity planning and seismic
risk management for ordinary facilities
(besides nuclear power plants) only by the
recent development for the Federal
Emergency Management Agency and the
Applied Technology Council of a library
of several hundred component fragility
functions, and the probability distributions
of their repair times. The library appears to
be the first one based on standard methods, where the data for each function are
public and each function is independently
peer reviewed by experienced engineers.
The methods are illustrated using a real
computer data centre operated by a
California utility, which was interested in
estimating the probability that a single
earthquake during the coming 50 years
would render both a primary and backup
data centre simultaneously inoperative —
an intolerable outcome for the utility.
Retrofitting seismically-deficient components was estimated to reduce the failure
probability to tolerable levels — from
approximately 4 per cent in 50 years to
approximately 0.8 per cent. One of the
data centres was also analysed to estimate
its downtime hazard, ie the probability that
an earthquake would render the facility
inoperative for at least some time t at least
once during a planning period . The
analysis found, for example, that there is a
10 per cent probability that the facility
would be inoperative for three months at
least once in 50 years.
The example analysis was validated by
several means: a red-team exercise; comparison with generic, judgment-based
standards; comparison with the actual
earthquake performance history of the
facilities; and comparison with our own
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judgment and that of the facility operators. Agreement was reasonable. The risk
study helped utility operators justify the
expense of retrofitting seismically-deficient components, and allowed them to
avoid relocating a backup facility to a distant site, which would have cost in the
order of US$100 million and raised serious staffing problems. The example shows
that the method can be a cost-effective
and practical method to inform business
continuity planning and seismic risk management for critical facilities.

(6)

(7)
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